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Company ‘X' immediately took the following steps:

Claims Scenario - Notified the ReSecure data breach response service.
Employee ‘A of Company ‘X’ was unable to access any + Changed Employee ‘A's password & suspended Employee
documents on their work computer. Having reported ‘A's account

this to their IT supervisor and on investigation, it « Restored the affected driver from the last back up (5 days
appeared that one of Employee ‘A's drivers had been prior to the incident).

affected by the Cryptolocker virus. *Cryptolocker
source is a spoofing email with an attachment
containing the malicious code).

Related Sections of Cover and results of investigation.

Coincidentally at the same time, a customer of - Failure of the insured to protect against unauthorised access
Company ‘X' received 3 telephone messages from an to, unauthorised use of, a denial of service attack against,
individual claiming to be an employee of Company X. or transmission of a computer virus to, information and

communication assets.
Company ‘X' stores their data via a third party cloud

provider which includes sensitive personal identifiable
information including passport details, customer & » Locate source of malware

employee information, credit card details etc. On - Analyse the exact nature of the malware and establish
investigation of Employee ‘A's account, it appears that business impact

access had been made to this data using Employee

" ) - Ensure containment & that no further malware in
A's credentials.

the system

- Establish if a breach had occurred and potential extent
of loss.

Quantum paid: £27,000
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