QBE Cyber services

Strengthening organisational cyber resilience

In the fast-evolving cyber risk landscape key risks and insurance goals must
be proactively managed across leadership, technical and operational teams.
QBE tailored tabletop exercises are designed to expand organisational
awareness of key cyber risks, improve cyber insurance outcomes and bolster
cyber risk resilience.

QBE's tailored tabletop exercises are developed in consultation with organisations
to ensure that key cyber risk priorities are considered and improved. Exercises are
delivered virtually and take participants through a simulated cyber incident, focusing
on the financial, operational, technical and reputational impacts that can impact core
business objectives.

The focus of this exercise is to strengthen understanding of the practical steps
organisations can take to effectively manage a cyber incident — from initial
notification to full restoration — and can be tailored and delivered to a leadership,
technical or operational audience.

The development and delivery of the exercise includes @/Opportunity

the following steps:

« Scoping call to identify key priorities, timeline and Tabletop exercises are available to all
participants from organisation QBE Primary Cyber insurance customers

aying £75K+ in premium.
» 1-2 stakeholder interviews to ensure the exercise paying P

takes into account key operations and is tailored to
organisational needs . .
ﬂ For more information
» Development and virtual delivery of a 2-hour tailored
cyber incident tabletop exercise focusing on the Please contact:
operational, financial, insurance, technical and business Dominic Keller

Global Head of Cyber Services

impacts of a cyber incident dominic.keller@qbe.com

- 60-minute post exercise discussion providing high level

observations and recommendations @ cyberservices@qbe com
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