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Introduction

This Quick Reference Guide is designed to assist you through the use of OneTrust and specifically how to
complete the International Transfer Impact Assessments (TIA). The purpose of these assessments are to
assess to level of risk associated with transferring EEA or UK-origin data to countries outside of the EEA or UK.

The TIA allows QBE to assess whether any data transfers that suppliers make comply with Schrems I

regulations. There are two levels of assessments available in OneTrust;

1) Screening Assessment — International Transfer Impact Assessment (TIA) V2

2) International Transfer Impact Assessment (TIA) V2.6

Both assessments are detailed in this guide.

Access to the OneTrust Tool

A
QB

English (US)

* Email Address

Philip.Horton@uk.qbe.com

Next =

Version 202301.2.1

powered by ONetrust

©2023 OneTrust LLC | Privacy Policy

Enter your QBE email address and click ‘Next’

QBE European Operations

Assessments

EO Data Protection ...

. Y |

Forgot Your Password? @

Privacy & Data
Governance

International Transf...

. ot

Follow the URL to gain access to the One Trust Tool OneTrust | Privacy, Security & Governance

The Trust Intelligence Platform

GRC & Security Ethics &
Compliance

Assurance

Buit for

Data Diseovery & Ciassification | Third-Party Ris« Exehange | Real-Time Regulatery inteligence

Customers | Employees | Board | Investors | Suppliers | Regulotors

French Screening As...

The first time you enter OneTrust you may be taken to the following screen by default:

o

Screening Assessme...

92 OQBE European ... VvV ® @
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https://qbe.my.onetrust.com/assessment/wizard/select

If you see this screen, please select the ‘9 dots’ in the top left-hand corner of the screen as shown

below:

QBE European Operations L1 2 QBEEuropean.. Vv @
Self Service Portal

Assessments
@ Assessments

- - 1 -
EO Data Protection ... International Transf... French Screening As... Screening Assessme...
=3 =

Select PIA & DPIA Automation

FAVORITES

No Favorites added. To add an item, click 5’}(

MY APPS

PRIVACY MANAGEMENT

e PIA & DPIA Automation

GENERAL APPS
@ Risks @ Self-Service Portal

About OneTrust Privacy Policy ! Give Feedback 9 Get Help

Select Launch Assessment at the top right.

_‘@'_ You should only need to follow this route to launch an assessment on the first time

= using the tool

If you are completing the Screening Assessment, click here.

If you are completing the Transfer Impact Assessment, click here.

@

@
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Screening Assessment

Select the Screening Assessment — International Transfer Impact Assessment (TIA) V2

Select the relevant Screening Assessment template:

Screening Assessment - Inte
rnational Transfer Impact As
sessment (TIA) V2

Enter Assessment Details

Enter Assessment Details

* Name

Supplier]123 07Feb23 Legal Services Screening

* Organization

QBE European Operations X v

* Respondent

5 ndent(s

Philip Horton 3{ | Matalie Driver

Assign sections while launching this assessment

Approver

elect Approver(s)
Stuart Skippings X | Philip Horton X

Show More Details ¥
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Complete the following:
e Assessment name: The following naming convention has been agreed and must be followed:
o Name of supplier e.g. Supplier123
o Date e.g. 07Feb23
o Service supplier provides e.g. Legal Services
o Reference e.g. Screening

o Unique identifier (Indirect Procurement team only)

Y=Y. Example of how the naming format should be written:

= Supplierl23 07Feb23 Legal Services Screening

e Respondent: Pick your own name (select the ‘Assign to Me’ option), if you need to add any
additional respondents click the field and select them from the list.

_@ You can start typing a person’s email address in the field and it will find the user you are

s looking for to save time scrolling through the list. If you are adding an external supplier, you will

need to type the email address.

_@ You should add relevant stakeholders from the Business, Procurement
= and any Third-party Supplier as needed. You may assign sections to internal stakeholders

and external suppliers as needed.

e Approver: Always select Stuart.Skippings@uk.gbe.com as an approver in the dropdown list. To
receive notifications include yourself as an approver too.

Click ‘Next’ once you have completed the mandatory fields.

If you have selected to assign sections to different respondents select which section to assign. Each
section needs to be assigned to at least 1 respondent. The definitions section should be sent to all
respondents.

o o o

Assign Sections

Assign respondents to sections within an assessment. Respondents assigned
to a section will only be able to view that section by default.

3 Sections Total

Manage Respondents

Philip Horton Natalie Driver

Select All
1. 1. Screening Questions - General
2. 2. Screening Questions - Transfers

3. 3. Definitions
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mailto:Stuart.Skippings@uk.qbe.com

Complete the Screening Assessment (Procurement, Business or QBE Supplier)

Answer all relevant questions. The ‘Submit’ button will not be available until you have completed the
mandatory questions. Mandatory questions are marked with a red asterisk.

< B © | TEST- Supplier123 Feb23 Lega... 0/3 0%

Screening Assessment - International
Transfer Impact Assessment (TIA) V2

2

* . - . -
11 What is the name of the Initiative/ project/app/business
process/DCA Scheme?
Show | All Questions v . . . .
Please include any relevant project/matter names, project codes, supplier names.
Please be careful to avoid completing more than one form far the same arrangement, and
Welcome use a name that will avoid accidental duplication
. . B I 8§ L » = = = = = = E E
1. Screening Questions - &
v
General Enteryo
* 1.1Wnat is the name of the
Initiative/ project/app/business
process/ DCA Scheme?
% 0 o 0
* 1.2Please provide a brief overview.
For example, what services will
be provided to QBE under this
Initiative/ project/app/business
process/ DCA scheme?
* . . . . .
# 1.31s the only personal data in 1.2 Please provide a brief overview. For example, what services will be
scope ‘Low Risk’ Personal provided to QBE under this Initiative/project/app/business
Data?
process/DCA scheme?
B I USLEZ»ESE = === EE

3. Definitions >

13 *Is the only personal data in scope ‘Low Risk’ Personal Data? @

Low Risk’ Personal Data in this centext is any Personal Data which fits in the examples
provided and no otner data. Low risk data includes
- Name
- Company email address
- Company telephane
- Country or region location (e.g. UK / EMEA)
High level public information about 2 job role or job activities (.g. job title, non-
confidential information about activities carried out on behalf of employer)
- Employee ID

Basic login detalls for a system used by QBE, customers or commercial partners in the
course of carrying out business activities

Yes No

Don't know

_‘@'_ Use the ‘Definitions’ tab on the left-hand side of the screen to access further information
T 1o support your answers.

If you click ‘Yes’ to Q1.3 then go to Step 4

If you click ‘No’ to Q1.3 then go to Step 5
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Q1.3 Is the only personal data in scope ‘low risk’ personal data? Yes...

If you answer ‘Yes’ to question 1.3, then you may proceed with your new business or renewal process
without awaiting a response from the Data Protection Team(DP Team) as the system will confirm an
auto approval.

14 Form can be submitted and closed

Based on the answers provided to the initial triage questions, it has been identified that
no additional infoermation is required, and you can therefore click submit

@ 0

Once you have answered all the mandatory questions, click ‘Submit’.

If you have assigned sections to other respondents, you will see this message:

Submit Sections )4

Which section(s) do you want to submit? Once the section(s) are submitted,
other respondents will need to reopen the section if they wish to update the
responses.
o Submit My Assigned Sections
1. 5creening Questions - General

3. Definitions i

Submit All Sections and Move the Assessment to Under Review

cance' m |

Always select ‘Submit My Assigned Sections’
When each section is completed, it will have a tick next to it as shown above.
Click ‘Confirm’ to submit sections.

In this scenario you will get an auto complete outcome.
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Q1.3 Is the only personal data in scope ‘low risk’ personal data? No...

If you answer ‘No’ to question 1.3 you will then see question 1.6 you need to complete the additional
questions.

16 *Will the arrangement involve processing of QBE personal data about
people in the EEA/United Kingdom? @

Personal data means anything that relates to an individual, and which can be used to
identify that individual whether by itself or when combined with other data.

Yes No

@ 0 o 0

Depending on whether you click ‘Yes or No’ determines whether further questions are required. If you
see the below message once you have completed all questions, you will need to launch and complete
the International Transfer Impact Assessment (TIA).

2.6 Mext Assessment

Based on the answers provided to the initial screening guestions, additional information
is required. You will therefore need to launch and complete the International Transfer
Impact Assessment (TIA) Form, once you have clicked submit.

@ 0

Click ‘Submit’ once you have completed all mandatory questions, and if relevant, complete the
International Transfer Impact Assessment (TIA).

Review Screening Assessment (DP Team)

Once you click the ‘Submit’ button the assessment will be automatically approved.

A notification is sent to the approver (within the DP Team) when an assessment has been submitted.
The DP Team will then be able to carry out checks to see if the questions have been answered
correctly based on information provided.

Screening Assessment Outcome (DP Team)

If it has not been automatically approved the Data Protection Team (DP Team) will review the
completed assessment and select a result from this drop down menu:

o Approved

o Additional assessment to be completed

\
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Once the review is complete, you will receive an email notification with the outcome (as long as you

the assessment in question.

have added yourself as an ‘responder’), which will include any comments made by the DP Team about

Notifications

Automated reminders will be sent weekly from OneTrust to anyone who has been assigned as a
‘responder’, note the ‘creator’ of the assessment will not receive these reminders if they are not also
listed as an ‘approver.’

\
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International Transfer Impact Assessment (TIA) V2.6

Access the OneTrust tool.

Select the relevant TIA form:

[
International Transfer Impa
ct Assessment (TIA) V2.6

Assessment Details

Enter Assessment Details

* Name

Supplierl23 07Feb23 Legal Services Full

* Organization

QBE European Operations X

* Respondent

Select Respondent(s)

Philip Horton X | Natalie Driver X

Assign sections while launching this assessment

Approver

Philip Horton > | Stuart Skippings X

Show More Details ¥
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respondents.

e Assessment name: The following naming convention has been agreed and must be followed:

_‘@'_ This MUST be the same name used for the Screening Assessment so that both
= guestionnaires can be linked.

e Respondent: Identify all the respondents that need to take part or complete any section in the
International Transfer Impact Assessment. Click the field and select them from the list or start
typing their name and select them when they appear. If the responder is external such as a
supplier, you would need to manually type in their email address.

Y=Y_ You should add relevant stakeholders from the Business, Procurement and any
= Third-party Supplier as needed. You may assign sections to internal stakeholders

and external suppliers as needed.

Select ‘Assign sections while launching this assessment’

* Respondent

Assign sections while launching this assessment

Approver

e Approver: Always select Stuart.Skippings@uk.gbe.com as an approver in the dropdown list.
To receive natifications include yourself as an approver.

Click ‘Next’ once you have completed the mandatory fields.

If you have selected to assign sections to different respondents, each section needs to be assigned to
at least 1 respondent select which section to assign. The definitions should be assigned to all

Name of supplier e.g. Supplier123

Date e.g. 07Feb23

Service supplier provides e.g. Legal Services
Reference e.g. Full

Unique identifier (Indirect Procurement team only)

Assign Sections

BEQon
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Complete all questions in the TIA Assessment (Procurement, Business, Supplier)

Stakeholders will be able to see the sections of the form relevant to them. Questions can be answered
all at once or in several sessions as information entered will be saved and can be submitted later.

QBE European Operations
< B ©  Supplier and Project Name (W... | NotStarted | 0/47 0%

International Transfer Impact
Assessment (TIA) V2.3

Show | All Questions v 11 What is the name of the Initiative/project/app/business process?
Please include any relevant praject/matter names, project codes, supplier names.
Welcome Please be careful to avoid completing more than ane form for the same arrangement, and
Use a name that will avoid accidental duplication.
1. Arrangement details -
A oo > BIUGLMNEE === &
Business

2. Details of ‘primary’

transfer: entities o >

involved - Business

3. Details of the 'Primary’ %0

transfer: activities and >

data in scope - Business

4. Details of the ‘Primary”

transfer: countries o >
. i} * .
iEcladiSupPlisg 12 What is the arrangement type?
. . Select the one that applies
5. Details of the ‘Primary”
transfer: countries
@ > New contract Renewed contract

involved - Business

New initiative not yet at contract stage Change to existing processes
6. Onward transfers -

a
v

1
Supplier Other

7. Risk mitigation ¥ 0 2 0

centrols - technical o >

measures - Supplier

8. Risk mitigation

controls - organisational (P >
measures- Supplier *, . .

oh 13 Please provide details
9. Risk mitigation B I USZL®®» E = &E 2 = 8 = E
controls - contractual
commitments - Business m N
(in liaison with EO Legal
where legal input is

required)

10. Definitions >

All mandatory questions (marked with a red asterisk) must be answered before the ‘Submit’ button is
available.

_‘@'_ Use the ‘Definitions’ tab on the left-hand side of the screen to access further information
= o support your answers.

Click ‘Submit’ once the assessment questions are complete.
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Review TIA Assessment (Data Protection Office Team)

Once you click the ‘Submit’ button a notification is sent to the approver (within the DP Team) stating
that an assessment has been submitted for review. Any queries from the DP Team regarding the
answers in the TIA are sent to the respondent(s) of the particular question that the query relates to from
within the OneTrust Tool.

_‘@'_ If you have not had a response from the DP Team after 10 working days then

“S" escalate to Mark Kingsbury. If the DP Team have not received a response from a respondent

within 5 working days, then the DP Team will escalate to the creator of the assessment.

TIA Assessment Outcome (DP Team)

The approver (DP Team) opens the assessment to review the answers given. If the answers are clear
and no further information is required for the specified arrangement with the supplier one of the
following options, will be given:

e Approved: On the basis that the information provided is in order and no further action is
needed. Go to Step 8 - Approved.

e Approved with conditions: The DP Team will outline conditions that need to be met by either
the supplier or the business (i.e., end to end encryption). Go to Step 9 - Approved with
conditions.

e High Risk Escalation: Based on the information provided, or as a result of conditions
stipulated not being met by one or both parties, the arrangement cannot proceed and requires
to be considered for high-risk escalation. Go to Step 10 — High Risk Escalation.

Approved

Procurement can proceed with the supplier contract.

Approved with conditions

Procurement and/or the Business need to ensure that any conditions stipulated are met by the
Supplier. Once they are met evidence needs to be sent to the DP Team at dpo@uk.gbe.com for
evaluation. If met, then approval will be given, and the evidence will be uploaded to the TIA
Assessment by the DP Team

_‘@'_ It is the team’s responsibility who launched the assessment to inform all relevant stakeholders

= of the outcome of the assessment

.

10.

High Risk Escalation

If the outcome of the assessment is ‘High Risk Escalation’, a decision is to be made from Procurement
and the Business as to whether to terminate the relationship with the supplier or escalate and seek risk
acceptance.

To seek risk acceptance please follow the Schrems High Risk Escalation process.
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11.

Notifications

Automated reminders will be sent weekly from OneTrust to anyone who has been assigned as a

listed as an ‘approver.’

‘responder’, note the ‘creator’ of the assessment will not receive these reminders if they are not also
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