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	<NAME OF BUSINESS>

	
	Remote Working Security Requirements: 
Checklist & Guidance for Staff





Please adapt this checklist to reflect your organisation’s security requirements before sharing with your staff.

Whether you are working away from the office occasionally, regularly or suddenly due to unforeseen circumstances, it is important that you understand and follow our organisation’s security requirements for remote working.  Applying the required effective measures and vigilance will protect both yourself and our organisation from potential cybercrime, fraud and information security risks.

Please review the security requirement methods and guidance in the checklist below on a regular basis to verify whether you have all the required measures in place, identifying and noting down any concerns or queries you have, which you should share with your line manager or [the IT team], so that we can support you effectively and ensure you understand how to mitigate security risks effectively.

	Security Requirements
	Guidance
	Notes / Status 

	Use Approved Devices
	DO only use an approved device to access office systems. This includes laptop, mobile telephone, tablet etc. 

Use of your own device requires prior written approval from your Head of Department along with IT sign-off of your device security. [BYOD policy etc]

	

	Use Secure Internet & 
Wi-Fi Connections
	Do NOT use public Wi-Fi.  Always connect to a secure network. 

Only connect to the internet using a secure encrypted network such as VPN. Out of the office, this generally means your home broadband or via a WiFi-hotspot set up using your company mobile phone.  

Never connect to unknown Wi-Fi networks or use any public WiFi without prior written approval from IT. 
	

	Access the Network using the Virtual Private Network (VPN)
	[bookmark: _GoBack]DO use the company’s VPN to access the company network. 

VPN encrypts data that is connected between your pc or device and the organisation’s network.  

If you have a work laptop (restricted to the company’s network) you should use it for work purposes where possible.

	

	Never Leave Information or Devices Unattended or in Public View
	Do NOT leave your computer or equipment unattended in a public place.
Ensure your your laptop/device screen is always locked when not in use or unattended in private spaces. 
Privacy screens can also be used to protect confidential information from criminals looking to steal and access sensitive information.

Always be vigilant of your environment by keeping confidential information private (this should include calls, conversations, hardcopy and online documents).

	

	Encrypt Confidential Information in Transit & Storage
	DO encrypt all sensitive information in transit and at in situ.  
See [your company policy/guidelines on this].  

Remember, forwarding of company or client data to a personal email, or storing such data on a personal computer or other device for personal use is strictly forbidden, without prior written consent from IT.
	

	Security Requirements
	Guidance
	Notes / Status 

	Save Confidential Data Centrally
	DO save sensitive information to the company’s central drives.  Never compromise sensitive data by saving documents to local folders, the desktop or your devices.  

[If the company has a Cloud software solution for staff to utilise – provide guidelines for staff here]
	

	Taking Hard Copy Files & Documents Away from the Office.

	Do NOT remove paper files from the office without approval. 
[provide link to guidelines/procedures]

Always consider whether documents need to be printed or taken away from the office/site.  
	

	Social Media Usage
	DO consider how you are using social media.

Be extra vigilant about the personal information and updates made to all social media accounts.  Check all links and their sources before clicking or opening any of them.  

Follow the company’s social media policy [found here].  
	

	Be Alert to Social Engineering Scams
	DO stay alert to social engineering scams.
Be extra vigilant of phishing, vishing and smishing attacks when remote working. Using mobiles to check email often makes it difficult to spot a phishing email, so check emails more than once before reacting.

	

	Data Retention & Destruction Policies
	DO stay up to date with the company’s policies and guidance on retaining and destroying information.  Only remove paper files from the office if you have completed a File Removal Form [provide link to document]
	

	Use Smart Passwords that are Different for Personal and Work Applications 
	Do NOT use the same or similar passwords across personal and work devices and systems. 

Create smart unique and robust passwords for example, by combining three or four random words.  An alternative method is taking the first letter of each word in a memorable sentence to create your strong password.  

	

	Security Settings & Updates
	Do NOT delay applying any software patches.

Ensure that the security settings on any devices used for work activities are set to HIGH.  

	

	Removable Device Usage
	Do NOT use USB (memory) sticks for work materials without prior written consent of IT.

[add company specific guidelines/ bans?] 
	

	Incident Reporting
	DO report security incidents promptly.

Loss of any work device or document containing confidential information must be reported immediately to: [Security Incident Team contact details]

[see company policy to understand what constitutes an incident and the action you need to take.]

	

	Keeping in Touch
	Ensure your calendar is kept up to date and shared with your line manager and relevant team members, so that you can be contactable generally and in the case of a BCP event.
	



Please ensure that you have also read and are familiar with the current Remote Working policy, available here [insert url].  Failure to adhere to the policy may lead to disciplinary action.
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